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Rationale:

RDA provides fecilities for authentication and authorization of the service user in an
environment that includes an SQL client and an SQL server.

As RDA evolves to support the Distribution Controller functions being worked on in working
group 5 and in working group 3, additiona attention will have to be given to issues surrounding
security. Thisis due to the additional functiond layer that the distribution controller adds
between the user and the database.

| ssues which must be addressed include but are not limited to:

user identification at multiple sites and the mapping to the appropriate SQL user identifiers
at each site

role identification at multiple sites and the mapping to the appropriate SQL role identifiers
at each site

mapping of rolesand users at the distribution controller
requirements for confidentiality at the distribution controller
non-repudiation as applied to both distribution controllers and SQL servers

This work falls within the scope of the current project but should be addressed by a separate
subproject so asto alow independent progression of RDA4.



